S TT—

MMMMMMMMMMMMMMMMMMMMMMMM

» Ann2112

ANA DENA W NOCTOAHCTBA

PYKOBOACTBO NOJ/Ib3OBATENA

LLEHTP YNPABNEHUA UHOPACTPYKTYPOU
(INFRASTRUCTURE CONTROL CENTER)



OrnasneHue

CUCTEMA SNIEKTPOHHOTO JOKYMEHTOODOPOTA ¢  vieruterureeuteeteesttesutesuteeseebeesbeesteesatesateebeesbeesseesseesaeesaseeseeseas 5
OBIIUE CBEIEHIS ..ottt sttt ettt sh e st sttt e bt e s bt e saeesateeabeebeebeas 6
OBJIACTDB ITPUMEHEHNTS ........ooiiiiiiieeie ettt ettt ettt et st ettt e st e sbeeenbaeesbeeenbeesanis 7
HATATIO PAOOTEL ...veieevieiiiteiiieesiee et e st ettt este e sttt esiteesbeessabeesbeeesateesabaessaseesabaesnbaeesasaessseesssaesnsaesnnseesnseeenns 7
CO34,aHNE MO/IB30BATEIA CUCTEMDI ...eeuveeuieeteeriteriteeteeateesseesseesuteeuseesbeesbeesbeesaeesaseeabeebeesbeesseesneesnseenseenseen 7
PABOUMI CTOM ..ttt ettt ettt ettt s e e s bt e e s at e e s b e e e se e e sab e e e ameeesab e e e seeesmneesneeesareesaneeennneesnneeanns 7
ATIMIHUCTPHPOBAHHE.......c..veeeveeureereerteesueesiresaseeseeaseesseesseessessmesestesseenseesseeseeesasesasesaneenseenseesseesneesnnseseenseensees 9
TTONB30BATEIIU ICC ..ttt e s a et e e e e e s bbb e e e e e e e s s b raeeseeseesas 9
PONN NOMB30BATENEM ICC ...ttt sttt ettt sttt et e b e b e sae e saeesanesneebe e neesneenaee 9
[ T =TT 1 - PPt 10
o X Y u L R T= Y - T 1 SRS 10
CXEMDBI YBEAOMITEHMM eeeeeeeieeiiiieeeeeeeeeiisteteeeeesssssassteeeeesassaaassssaseseessssaassssesssssssasasssssssseesssnsnsssesseesessannnsnns 11
DUNBTPDI YBEAOMIIEHMM...eeeeerreeeeerieeeeeitieeessteeeesssaeeesassteessasseeesasssseesssssseessassseessnssseessssseessssseessssseesn 11
TOYIITIBE DYHKLMM .eeeeiiiiieeeeeiitee e eeettee e eetteeeesettaeeseateeeesateeeesntaeeeestaeesassaeesassaeeeanssaeeesssaeeeanssaeesansseesesssens 12
B LN 01050700 001 €20 12 025 . QO 12
MHPOPMALMOHHDIE CUCTEMDI ceievvvireeeeeeesiiutrrereeesssssssesreeeesesssssssssseeseessssssssssseeseesssssssssseseesssesssssnseeees 12
OBPABOTUMKM BXOLHDBIX ZLAHHDBIX 1eveeeeeeiurrereeeeeesaaiinstereeeeesseaassssaeesesssssaasssssssssssasasssssssssesssnssssessessesssnsnsnns 13
METOADI AYTEHTUPUKALMM ..eeeeeeeeeeriieeeeeeeseeeittteeeeeeeessastaseeeeeeesasaastssaeeeesesasanstssesseesesasssssssnsesessennnsssssnnees 13
(o= o Tor= T - PP PPPT 14
KOHMUTYPAIIHITE ....coouvveiiniiiiiieeiiee ettt sttt e ste e sttt site e sbe e s sabeesabeeesateesabaesabeesabaesabaeesabaesasteessseesabaesnaseesseenn 15
KOHPUIYPALMM LOMEHOB ...evveeieeiicuiiieeeeeeeessiittrteeeeeesesasststeeeesessssssssstaeeeessssssssssaeeesssssssssssaseessssnsssssnneees 15
POJTN COTPYOHUKOB cevtuieeieeiieitiiieee e s e eettttiees s e e e eetaaaa e e e s eeettessaassseeeaeeassanssssseessrnsnnssssseeeseenssnnnnseseeesnnsnnnnnns 15
TPYNMbI PONEM COTPYIHMKOB. ...eeeiutttereeeeeseeiittrtereeeeeeeasastereeeeaassasaassssssesesesesasssssesseesssasasssssasssesssmnsssssseees 16
POV MO YMOTHAHMIO COTPYIHUKOB ..ceeverereierererererereretetereeereteteeeeeaeeeeeteeteeteetteteteeeteeeeteeeterererteeteremmmmmemmm 17
TTONTUTUKM MAPOMEM c.uveeeeeeiieeeeeettee e eeiteeeesettteeessateeesssateaeesntaeeesastaeassstaeessanseaeeassaeeesassaeessnssanesassseeesssssens 17
TTONTUTUKIN YUETHBIX BAMMCEM ceeuvvieeeeiiieeeeiuieeeeeiieeeesitteeeesisteeesssssaeesssssaeesssnseseeasssesessnssesesssssesesasssesesssssens 18
DY HKLIMM cevteeeeee e ettt e e e e e s et ee e e e e e s e st e eeeeeeesaasuastaeaeeaessasssataeeaeesssasssssneaeeesesaassssaneaeessanassssenneeeessannsnns 18
TPYMIIIBE DYHKLMM ..eeeiiiiiiiiieeeeeeeeeeeittteeeeeeesssetaetaeeeeeesssssessaeeeeeessassssssaeeeesssassnssssneseesssssnsssssnseeesesnnssssennnees 19
TTAPAMETPDI DYHKLMM ...eeviiiiieeeeeeeeitieeeeeeeseeetrteeeeeeeesesstateeeeaaeeasaassssaeseasesasanstssasesasssasasstssasssessssanssrrsnnees 19
DYHKLNM — TTAPAMETPD] ceeieeiuiiiiiieteeeeeariiierteeeeessssssstteeeeesssasssseaeeeesssssssssssaeeessssssassssseeseesssssssseseeesssssssnsnne 20
TUNBI CIIPABOUHUMKOB «.ceeivieeiiiiiieieieeeieeeeteeeeee et eeeeeeeeeeeeeeeeeeeeeeeeaeeeasaseaeeaeaeeetsteeseeseesesesesesesseeseessesaeesaseseeeeees 20
CRY L TOPPUTOPMM e s sans 21
ALPECA PABMELLLEHMA cevvuueeeeeeietiitieseeeeeettttuuuaeseeereterraaseseeeseresssssseseseerssssasesseeseesmsssnsseseeerssssnsnssssesennnns 21
TUIMBI COBIMMOK e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eaeaeaeaaaaaaaaaaaaaaaens 21



B R (0T L 2 22

KOMAHDI CKPUIITOB. c.etetttttettreteteteteteteteteeeterereteeeteeeteseteteretereteaeteteaeetttetttteetetettetettttetettttteeteemtetmmemmmmmmm 22
YETAHOBKA TTO . i e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aeaeeeeaaeaaaaaeens 23
CTATYCDI CKPUIMTOB 1uuuuuuiuiiuuueuunennaunananaaasaaanaaasasanasassansanssnnssssnssssssssssnsssnsssssnsssnsssssnsssssssnsnssnnsssnnssnsnsnssnnnssnnns 23
T T=T 0T ol I SR 24
Yo L=y 1 I (e TLY T3 1Yo ) = o o - J Pt 24
L@ 7035 (0):35 08 (<0 13 2023 (<N 24
COTPYAHMKM . e s s s 24
0o T a LYol =T o 1) F PP PPPPPPPPPPPRE 33
POJIN COTPYOHUKOB cevvuieeeeeeeeeiiiiieee e e e eettttieee s e e e et ttet e s e s eeeetebsaa s seeeaaeassaaassesaessaesnsnsssseeessenssnnnsssseeesnnsnnnnnss 35
(0 7 L= 1 RN 36
CTPYKTYPA OTZLEIIOB .. s 36
JATaY; ) Az T Yox 1 BT PP PP PPPPPPPPPPPPPPPPRE 36
OPTAHMBALMM e e s s s s 36
COBBITUR .ttt ettt et ettt e bt s bt e ettt et e bt e sh e e she e sat e s bt e b e e bt e ab e e ebe e s ae e em bt em b e e b e e nbeesheeeateeabe e beenbeenneennes 36
108 (01 o 1= 36
L0 7 1 > 36
[TPOTPAMMHOE OBECTIEUEHME .....eveeeeieiieeeeiiieeeeetteeeeseteeeesetteeeesasteeessastaeessasteeeesssaeessnssaeessnssanessnsseeessnssens 36
L6 1 & ) TP P PRSPPI PR 36
YMHDBIE TPYIIMIBI ceeeieeiieieieeeeeeeeeeeeeeeeeeeeeeeeteeeeeeeeeeaeeeeeeeaeeeeseeaeeeaeseeseeeseeaesseeeeseseseesaeesesessssseseseeseseessessaseeseseees 36
YMHDBIE TPYMMBI = KOMIIBIOTEPDBI . cettiiiiiiiiieiieeitieeeie ettt ettt e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eaaeaeaeaeteaaeeeaaeeeaeanans 36
[TPABU/IA ABTOMATUBALMM . .ceeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeereeeeeeeeeeeeereeeeeeereeeeeeereeeeeeeereeterererereeerereerreeerererereeenenrnnnn 36
ABTOMATUBALMA — LLEMCTBU coeeeeeieeieeiiiieeieeeieeeeeeee ettt ettt ettt et et et et et et et et e e et e et et e e e e e e et e e e e e e e et e e e e e et et e e e e e eeeeeeeeeeeens 36
ABTOMATUBALMA — JIOT ceeiiieiiiiieieeeieeieeeeeeeeeeeeeeeeeeeeeeeeaeeeaeaeaeaeaeaeaeaaaeaaaeaeaaaeseseseaeaeesaeeeaeaeeeseeeaesesesesesesesesenes 36
JLEUICTBUIS . eeeiiiiieeee e eeecttee e e e e eeeeb e e e e e e eses bbb e s e e eeeesaabtabasaeaeeeeaassbaaaaaeeeeeassstarasaeeeeeesssstasaseeeeeennssraseeens 37
Ll e aa=] o= P U PP P PP UPPPPPPP 37
CUCTEMHDIE CEPTUDMKATDI ..uuuvrvreeeeeeeesiiuutrreeeeeseaaaustereeeeessasrsssnneeessesssssssneeesssesssssssssessesssnsssssensessssssnnssnes 37
TEPMUHAIBHDIE DEPMDBI ceeeeeeeiiiuiiiieieeeeseeiittteeeeeeeeesasteseeeeasssaaasstssssesesssaaasssesseesesssaassssesssesesesassssseseeeeanan 37
N 712 PRSP 37
MOZENN U TUMDI (CTPYKTYPA) reeevrieirieeireerteeeireesseesseeassseesseeassseessesassseessessssssesssessssssssssessssesessessnseees 37
MOZENM U TUMI (TABJTMLLA) .eeeeeeeieeiiirieieeeeeeeciitreeeeeeeeeseitareeeeeeeeeseabareeeeeseeeseastaresesesesassssrasaseseseeanssrrseeens 37
[ o1 o] Tox 1= - [PPSR 37
LLIQONMOHBI OMUCAHMM «..c.nveeneieiieiueieite et etee st st sate st e bt e bt e s bt e saeeeate et e e bt e sbeesheesateeabeebeenbeesaeesmseemeeenseennean 38
B 0000535 ()70 % (N 38
T DY KTy D@ 1 s 38



JIMLLEHBMM «. ettt ettt e e et e e ettt ee e e e et e e e e et e e e eana e eetannaeatannaesanasnsssnnnseessnnsessnnnasssnnnsesnsnnneesnnnnnes 38

(R Le Y13 | Lol PP PP P PP PPPPPPPPPPPPPPPPRE 38
T L A=Y 1 T TP P PP PPPPPPPPPPPPPPPPPRE 38
L0 LY ot 1T F TSP OU TP URRPPPR 38
T oYY ) PPNt 38
2= Yo 1 Nt 38
TUINIBE JTULLEHBMM e eiiieiee e e e e e ettt et e e e e e eetabeeeeeeeeessabaaaeeeaeeeasasssasaeaaasaaassssasaeasasesaassssasasaaesesanssssasseasanans 38
TUIMIBE GKTUBALLAM .ccooeetirereeeeeeeeeitrreeeeeeeeesetraaeeeeeeesesesasssaeeseeesasasssssaeeeesesasasarasssesesssssssresasesesesanssreseeesenans 38
LT TP TP PP PPPOTRPP 38
JIMUEHBMM — KOMIIBEOTEPDI ceeeeeeeerirererereeeeeeeeeeeeeeeeeeeteeeeeeeeeeeeeteeeeeeeseteeetemeettetteetetttett. 38
AJIMUHUCTPATUBHBIE YUCTHDBIC BATIHCH ... uuveeennreerureresreesreesaseeesseesaneeesaseesanesessessasesesseesasesesseesssesssseesasees 38
AOMUHUCTPATUBHDBIE YUETHDBIE 3ATMMCM ceeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeaeeeaeeeaeaeeeeeeeaeeeaeaeaeaeaeaaaeaaaeaeaeaesaaeaeaenaaenens 38
TUNDBI YUETHDIX BAMMCEM c.uuvrieeererieeesireeeesuteeesasreeessssseeessssaeesassseeessssssesessssssesssssessssssseessssssesssssssesesssssens 38
POTA YUETHDBIX BAMUCEM weeeiuerieeeiieiieeeeiteeeesitteeeseeuteeeesstteeeesastaeeesstaeesastaeeesassaeeeassaeesassaeesanssaeesassseeesssssees 39
POJIN O YIMOMTUQHUEO c.cceeviieiiieieieieeeeeeeee ettt eeeeeeeeeeeeeeeeee e et e ee e e e e e e e e e e e e e e s e s e e e e e e e e e s et e e e s e e e e e e e e e e e e e e e e aeeeeeeeeeaeeeananane 39
CITY KEOHBIC YUCTHBIC BATTHICH ....uvveeenvreersreesssesesssesssesensssessessnsseesssessnsesssssessnsesesssessnsesssssessssesssssessssesssseenns 39
YUBTHDIE BATTMCM ceeeeiueiiieiiieee e sttt e e sttt e sttt e st e s e st e s e r e e e s e s re e e s e s s e e e e e s s e ne e s nren e e s naneesanneeeesanneeeesnanenas 39
TUNDBI YUETHDIX BAMMCEM c.uuvrieeerierieeesitteeeseureeesssreeessssseeessssaeessssseeesansssesessssseessssssssssssseessssssesssssssesesssseens 39
L0007 8109y )2 G PP P PP PPPPPP 39
DUNDBTPDI MO COTPYIHUKAM 1eevvrireeeeeerariiiirrteeeessassssrrteesesssssssseeseeessssssssssseeeesssssssmssseesesssssssssesseeessssssssnne 39
DUNDBTPDI MO KOMIBEOTEPAM ..evvvrereeeeessiurrrreeeesesssssssrnreeesessammsssareesssssmmmssssessesssssmssssnsesesssssmsssensesessssnsssnns 39
()01 (0 2 I 61: 3 3 2 (TSP OPPTOPPRTOPRI 39
IMIOBMIIBHBIE CUCTEMBI .uveieneteeeieeesutiesteeesuteesseeesmeeesaseesneeesaneesseeesaseesneeesaneesaseeesmseesaseeesnseesareeennreesaneean 39
OMEPATOPDI CBABM e s s 39
[10/1b30BATEIBCKME TPYIIIIBlceeeeierererererereereeeeeeeeeereeeeetereteeerereeeteteteteteteeeeteettetttteeeemttetetettteeeemtemmm. 39
LI ] 12000 PSP SSPPPPP 39
(R LeT o Yol ¥ I o T-obt (oY (o] - F PPNt 39
TIAPOIIH .. 40
o) Ln P I g T oo 1 1= PSPPSR 40
] Lo 11 B PP PPPPPPPPPPPPPPPPPPPPPRE 40
2123217 ¢ TP PRP SRR 40
RV 1 TSN 40
XY a TR T Y - T ISP 40
OUEPEAD BALAHMM ...vvveiieeeeeeeetiiieeeeeeeeeeitteteeeeaeaeaaassteeeeeaasssaasstasesaaasesaassssasseesssssasssssssssesssnsssssesseesessennnsnns 40
PRYPHA BAZEHUM .eeviieeiieieeeeiiee e eeitee e ettt e e e sttt e e e sttt e e ssataeeeeaaseeeaasseaeessasseeeeaassaeesansseeeeanssaeeesnsseeeesnssaeenan 40



(01055 11 <) £ 075 (T 40

PE3EPBHOE KOTIHPOBAHUE ... ..eeiuriiiiiiieiiie ittt siae st aa e s s aa e e sa e e s s sab e e sba e s sab e e sba e e sabeesabaessnaeesaneeas 40
TKYPHATT OIIIHOOK 1€ ..ttt sttt sttt s b et s bt st e st sb e et e s bt sbee bt sbe e b e nbeemeensesbeennens 40
(0 (<1 2 SOOI PRSP 40
[TPOTPAMMHOE OBECTIEUEHME ......veeeeeeiiieeeeitieeeeeiteeeeeeiteeeeeetteeeeeasteeesesstaeaseastasaeassaeesanssasesanstasesanstesasasrens 40
(00 1 017 LT 40
(o] L a Ty o] =T o 1) F PP PPPPPPPPPPPPPPPRE 41
CTATMCTUKA MO PABMELLEHMED c.eetvittiieeeeeettttuiiaeeeeeetttssuaaeeeeeessetsnnaesseessessmnnaesssssesssssnmneessessssssnanseesesensnns 41
418V - 1 N 41



NMEPEYEHb OFO3HAYEHUMI U YCJIOBHBIX COKPAIIIEHUI

CokpaweHue OnpepeneHune

ICC Infrastructure Control Center (LleHTp ynpaBneHus nHGPacTpyKTypon)
240 CMCTEMA 3N1EeKTPOHHOIo AOKYMeHToobopoTa

CKy[ CUCTEeMA KOHTPONA M yrnpassieHUA 4O0CTYNOM

LAPS Local Administrator Password Solution

OK KOHTpO//1Iep AOMeEHa




OBIINE CBEJAEHMA

[aHHoe nporpammHoe obecneyeHne MO3BOJIAET BPYYHYIO BBOAMTbL CBeAeHUSA 06 opraHM3aumax,
OOJIKHOCTAIX, COTPYAHMKAX, aKTMBaxX NPeAnpuATUAX, NULEH3UAX, CPEeACTBaxX CBA3M, BECTU CTPYKTYpY

oTAEeNoB.



OBJIACTB [IPUMEHEHM A

Hauano pabotsl

CospaHue noJsib3oBaTena CUCTEMbI

[lns nepsoro BXoA4a B CUCTEMY UCMOJIb3YIMTE MMA NO/b30BaTENA U NapoAb - admin. M3meHuTe cBOM Naposib
B Npodue nosb3osaTens.

Mow akkayHT

CTapbii napone *

HoBeIA napons *
admin

OBGHOBMTE MH4HYIO MHBOPMALWI MoaTeepanTe Napons *
WameHuTb napone

AyTEHTHMKALMA [REIT T OTMEHWTE

YBeAOoMNEHHA

Pabouunit cton

Ha cuctemHom pabouyem cTosie Nosb3oBaTeNs PACMO/OXKEHbI BUAXKETbI: «YBeAOMNEeHUA», « KOHTaKTbI»,
«CcblKn».

MaHenb YNPABMEHUS ez crpaminss, coropyo B suaire nocne sxoma & cncreny

YBEAOMNEHUA KOHTaKTGI
Maponb NPOCPOYEH NoNb30BaTeNa stationsmover Ha 8 AHed * © VBaHoB MeaH VigaHosmy 10-102
TlonyyeHHe AaHHBIX M3 1C BLINOMHANCCL 1 HEAENIO Ha3al

TlonyHeHite AaHHbIX M0 COCTORHMIO COTPYAHMKOB 1C BHINONHANOCH 1 HeAEnio Hasad

Cebinki

%

aponn

Ha Buakete «YBegomneHua» BbIBOAATCA CBEAEHUA O NMPOCPOYEHHbIX MaposAX y4YeTHbIX 3anucen, 06
owmrbKax cMeHbl naponeﬁ CUCTEMHDbIX YYe€THbIX 3am4ce17|, ownbkax nonyyeHnAa AaHHbIX U3 NCTOYHUKOB
AaHHbIX.

Ha Bugxete «KOHTaKTbI» 0To6pa>+<ar0Tc5| M36paHHbIe KOHTaKTbl. A ,CI,O6aBﬂeHMFI COTPYyAHWKa B
M36paHHbIe KOHTAKTbl, HY*XHO Ha CTPaHWULE KOHTAaKTOB Ha*aTb 3BE3404KY.



HoMmep KoMHaTkI 101
MNpednre DF -
Tenecpow DF 10-102
Mpednre DF2 -
Tenecpor 2 DF

TenedoH ropoackoi

TenedpoH 2 ropoackoin

MOBMNEHEIE CUCTEMEI

He CHHXPOHM3MPOBATE NOYTY a

He CUMHXPOHW3NPOEaTL thoTo Mz
CKyQ

B KOHTaKTax *

Y6paTb COTPYAHMKA M3 KOHTAKTOB MOKHO, Ha*KaB 3BE3404KY.



AJIMUHUCTPUPOBAHUE

Monb3osatenu ICC

ynpaBneHMe NnoJsib3oBaTeNAMM OCYLLLEeCTBAAETCA B pa3gene [Monb3osaTtenn ICC.

|_|OJ'I b30 BaTenM Mokazado 1 go 5 u3 5 coBnageHui

ivd 4 [J06aBuTL MonL30BaTenh

T Ipynna naporneii - CXeMa YBEJOMNEHWH ~ Ponu -

NByxhakTopHAA Ay TEHTUDHMKALMA ~

Uma MMA nonesoeatens 2fa Ponwu Fpynnel naponei

admin admin O admin

Nma OTobparkaemoe UMsa Nosib3oBaTens
MUma nonb3osatena JloruH

Mouta MouTa

MNaponb Maponb

[ByxdaKTopHasa ayTeHTUPMKaLUA

Mcnonb3oBaTth ABYXPaKTOPHYIO ayTEHTUPUKALINIO

Telegram user ID

ID nonb3oBatens Telegram

Mposangep Koaa 2fa

Email
Telegram

Google Authenticator

Pa3p6LIJeHVIFi poan nonb3oBatena

PaspelueHuns ponen nosnb3osartenemn

PaspeweHusa

YcTaHaB/MBAOTCA NPU 3a4aHWUM PONen
nosnb3oBaTenen

Cxema yBeaoMIeHUN

Cxema yBegomneHuit. 3agaet cobbiTnsa, no
KOTOPbIM A0/IXKHbI NPUXOAUTb YBEAOMJIEHUS Ha
No4Ty NO/Ib30BaTENIO

lpynnbl 3agaHni

pynnbl 3a,u,aHm‘/’1 AOCTYNHbIX NO/1b30BaTENO

CoTpyaHuK

CAsb nonb3osaTena ICC c cOTpyAHMKOM

lpynnbl naponemn

lpynnbl naponen

lpynnbl ponei

lpynnbl pone

Ponu nonb3sosatenen ICC

Ponu nosnb3osatenei 1 cBA3aHHbIE C HUMW pa3peLleHus.




POJ'I Vl MoxkazaHo 1 no 25 u3 47 coBnageHuin

i d + [loGasus Ponb

Wma paspeweHus AeAcTenA
admin raponu YTeHue, Maponi 3anucs @ MMpeanpocuoTp
workersread COTPYAHUEKM - YTEHHE @ [MpeanpocMoTp
passwords Maponu Ytedue, MNaponu 3anuce @ MpeanpocMoTp
COTPYOHMKM - CUHXPOHU3ALMA COTPYAHNEN - CUHXPOHH3ALMA @ MpeanpockoTp
MepBr4HbIA Napenb COTPYAHMKE MepBH4HbIA Naponb COTPYAHHKA @ MpeanpockoTp
DIMPEXTYM - YBEOMNEHHS [IMPEKTYM - yBenoMneHua @ MpeanpockoTp
MpocmoTp doTorpadui MpocwmoTp groTarpacui @ lMpegnpocuoTp
W3MeHeHHe ponei CoTpyaHHKa W3MeHeHHe ponei CoTpyaHHKa @ MpeanpockoTp
OTyeTsl OTyeTHI @ MNpeanpocmotp
Uma HassaHue ponun

PaspewweHusn CnnCOoK paspeLleHnit

Pa3spelueHunn

PEIS DELUGH Hﬂ [NokazaHo 1 go 25 13 47 coBnageHuid

*d 4+ [106aBUTHL paspelleHHe

HmnA
Mapony 4TeHue
Maponu sanuck

COTpPYOHUEM - YTEHWE

Nma HasBaHue paspeweHmns

Mpynnbl 3a4aHNUM
prnna 3a,u,aHm71 n cBA3aHHble C HUMU 3aaHUA. Mo rpynnam 33,D,aHMVI MOXHO pPa3rpaHnNynTb 40CTYN
nonb30BaTe/IAM Ha UX 3aMycCK.
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rpyl'l ﬂ bl 38,EI,EIHH Fl [NokaszaHo 1 go 2 w3 2 coBnageHui

pkd -+ [106aBUTL Mpynny 3a/jaHui

HazeaHue

[00aBNEHUE NONL30BATENEH NO HOMEPY KOMHATHI B rpynn[. ]

Mony4yeHne gadHbIxX M3 1C

HazeaHue

25  ~ 3anuced Ha CTpaHuLe

HassaHune HassaHue rpynnbl

3apganHusa CnucoK 3agaHnii

Cxembl yBeAOMNEHNIA
CxeMmbl yBeIOMIEHUI coaepKaT CMMCOK COBbITUIA, ANA KOTOPbIX ByayT OTNPaBAATbLCA YBeAOMAEHUSA
nonb3oBatenam ICC.

CxeMbl YBEOOMINEHWNN resarmposars cxewy yoeaounerii

1]

SBENOMIEHWE

e ICKY CXEMbl YBEIOMIT

HassaHue

OCHOBHas CxXeMa YBEAOMIEHWI
CobeITHA
O-
M3ameHeHa NoAYMHEHHOCTE opraHKsaumm
M3MeHeHa NOAYMHEHHOCTE OTAena
HOBEIA COTPYAHWK
M3MeHeHa aMunua coTpyaHuKa

13MeHeHa [ara POXLEHHUS COTPYOAHUKA

HassaHue HasBaHue cxembl yBefOMAEHNI

CobbiTus CnuncoK cobbiTni

®PunbTp cxemol YBepomneHua byayT oTnpasieHbl TO/IbKO MO
COTpYAHMKaM Tabanubl yKazaHHOro ¢uabTpa

®unbTpbl yBEAOMIEHUM
®dunbTp yKasbiBaeT Ha TabmLy, No KOTopoW 6yayT GUALTPOBATLCA YBEAOMIEHUA A1A OTNPABKM.
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CDI/IJ'I pr bl yBeLI,O MJ'IeH Vl |7| Mokazano 1 ao 1 3 1 coBNageHuin

i*d 4 [106aBUTL (DUMBTP YBELOMNEHWI

HaseaHue
Mobilecommunication

HazeaHue

25  w 3anuced Ha cTpanuue

HasBaHue HasBaHue Tabanubl, No KoTopon byayT
duUNbTPOBaTLCA YBEAOMIEHUA A1A OTNPABKM

Mpynnbl GyHKLUMN

Tabnnua rpynn pyHKumin. Mpynny GyHKUMA MOXKHO BbliBpaTh B paspelueHumax nosnb3osatenei ICC.

rpyl'l l'lbl (DyH KLI,MIT"' MokazaHno 0 go 0 u3 0 coBnageHui

% -+ [lo6aBuTL Mpynny dyHKLMi

HazeaHue

HaszeaHue

25  ~ 3anucei Ha cTpaHuue

M cTOYHUKHN TaHHBIX

MHbOPMaLMOHHbIE CUCTEMBI
Cnucok VIHd)OpMaLI,VIOHHbIX CUCTEM C BXOAHbIMU OAaHHbIMW.

ID HazeaHue KnroM PacnucaHne

G 1C 3%T11 - [JON#HOCTH 1C_source_position Kawabid geHe 8 2:00
7 1C 3¥1M - OpraHu3aymm 1C_source_company Kamabii geds 8 2:00
a 1C 3¥%T11 - OTgensl 1C_source_division Ka#asid geHe B 2:00
HassaHue HasBaHMe UCTOYHMKaA
Kntou Kntou uctouHumKa (goKeH 6bITb YHUKaAbHBIM

ANA 3TOM Tabauubl)

O6paboTUmK CbIpbIX AAHHbIX 0O6paboTUmK CbIpbIX AaHHbIX
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OpraHusaums OpraHusauma, ans MHGOPMaLMOHHOMN cUCTEMBI

O6paboTumKM BXOAHbIX AaHHbIX

Tabnnua 06paboTymKa BXOAHbIX AAHHbIX.

O6paboTumkn BxogHbIX JaHHbIX rocsao 1 a0 12 us 12 cosnanerni

4 4 [100aBuTL 00paboTYMK BXOABIX AAHHBIX

HaszBaHue Knrou
1C 3¥N 1C_rhandler
OBpaboT4MK GopMbl Form_rhandler
1C 3¥1 - OpraHn3auun 1C_company
1C 3¥1 - OToens 1C_divisions
1C 3¥T1 - [IoMKHOCTH 1C_positions
1C 3¥T1 - COTpYAHWEM 1C_worker
HasBaHue HasBaHue obpaboTtumka
Kntoy Kntoy o6paboTumnka
URL URL, gna nony4yeHnA JaHHbIX N0 NPOTOKONY
odata
MeToa ayTeHTUPUKaLnK MeTog ayTeHTUDMKaUMM ANa A40CTyna K pecypcy

no npotokony HTTPS (HTTP)

NornH JlornH

MNaponb Maponb

Onsa nogkntouyeHusa no npotokony HTTPS, Heobxoanmo nob6asutb ceptudukat LieHTpa cepTudumkaumu,
BblgaBLlero ceptudumKaT Ana pecypca, B xpaHuauue ceptumkatos OC.

MeToap! ayTeHTUPUKaLMN

Tabnnua meToaoB ayTeEHTUPUKALUM 4N1A NONAYYEHUA AaHHbIX MO npoTokony HTTPS.
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M eTO,ﬂ,bl AWGHTM(bM Ka L'.M WM nNoxasario 1 0o 5 w3 5 cosnanenwii

45 =+ [106aBKTL METOA ayTEHTHHUKALK

Name

CURLAUTH_BASIC
CURLAUTH_DIGEST
CURLAUTH_GSSNEGOTIATE
CURLAUTH_NTLM

Name

25~ 3aNWCEl Ha CTPaHULE

PacnucaHuna
Cnuncok pachcaHMﬁ ANnA BbINOMHEHNA 3a,£l,aHVIl‘;1.

PaCI'I VICGH Mﬂ MokasaHo 1 go 25 w3 30 coBnageHui

44+ [00aBuTL pacnucanne

HazeaHue Knroy

3anyck Bpy4Hyl0

Kauayo MHHYTY everyMinute
Kaxxgpie 5 MAHYT everyFiveMinutes
Kaxgpie 10 MuHYT everyTenMinutes
Kaxgpie 15 MuHyT everyFifieenMinutes
Kawapbie 30 MAHYT every ThirtyMinutes
Kamnbii yac hourly

Kaabift A€Hb B NOMHOYL daily

Pa3 8 Hefeno weekly

Kamabift AeHb B 2:00 everyDay_2:00
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Konduryparuu

KoH¢urypauum nomeHos

KOH(*)M pra U.M M HOMeHOB MokazaHo 1 0o 2 M3 2 coBnaneHuWi

ped  + [1062BMTL KOHDHIYPaLMIo IoMEHa

Id HazsaHne XocT Wma gomena (NetBIOS)

0

HassaHue HassaHue

XocTt URI KOHTpoAiepa fomeHa B popmare

Idap://mydomain nau Idaps://mydomain.

[na BoamorkHOCTM 3anuce B Active Directory,
Heobxoaumo noakatodeHue no ldaps

MeTog, ayTeHTUdMKaLnm

MeTog, ayTeHTUdMKALUK

Mmsa nonb3osaTensa

JlorvH nonb3oBaTtens ¢ npaBamu JOCTyNa K
KaTanory Active Directory

MNaponb

Maponb nonb3osaTens

Basosbiit DN

Basosbii DN, c KoToporo 6yaeT ocyL,ecTBAATbLCA
nouck obbekToB Active Directory

KopHesoii DN

KopHesoli DN Katanora Active Directory

DN agm. y4eTHbIX 3anuceit

DN, B KoTopom byayT co3gaBaTbCA
AAMUHUCTPATUBHDbIE YYeTHbIe 3annucK

Uma gomeHa

Uma pomeHa

Nmsa gomeHa (NetBIOS)

Nms gomeHa (NetBIOS)

MonuTtuKa naponen

MonuTtrKa naponem

MoAUTUKA yYETHbIX 3anucei

MoNUTMKa y4eTHbIX 3anucei, onpeaenser c
Kakumu aTpnbytamm UserAccountControl 6yayT
CO34aBaTbCA YYETHbIE 3aMNNCH

AKTUBHO

dnar akTMBHOCTM KOHOUIypauum

Ponu coTpyaHNKoB

Ponb coTpyaHMKa 334aeT KAacc, BbIMOMHAOWMI AOCTYN K MHGOPMALMOHHOMY pecypcy.

15




POJ'I n COTpYﬂHM KOB nokasato 0 00 0 wm3 0 coBnageHui (oTHNsTpoBaHo U3 34 coBnageHuin)

%4 = [1063EUTH poNb COTPYAHUKA

T Mpynna ponu -

HazeaHue rpynna ponu

HasBaHue Fpynna ponu

25  w  3anMcei Ha cTpaHuue

Knace ponun MapameTp
COBNaAeHUi He HaAAEHOo

Knacc ponun MapameTp

Ha3BaHune

HassaHue ponun

pynna ponmn

lpynna poav No3BOAAET Pa3rPaHNUNTb 4OCTYN
nosb3oBaTenei K HasHaYeHuto ponei

Knacc ponun

Mms Knacca, HaxoaAaLleroca B Katanore
/webroot/app/Helpers/Classes/Knacc
ponu+RoleAdapter.php,

loe webroot — gomaluHuit Katanor Bebcaiita

MNapameTp

MapameTp 414 nepeaayn B KOHCTPYKTOP Kaacca

Mpuopwutet

Yncno nprmopuTeTa YKasbiBaeT Ha o4epeaHoCTb
BbIMONHEHNA ponei. Yem meHblle 3HaYeHne, Tem
Bblle NpuopuUTeT

AKTMBHa

dnar aKTMBHOCTU POan

Fpynnbl ponei coTpyAHUKOB

Mo3BonseT 06beANHATL POJIN COTPYAHMKOB B rPynMbl 418 HazHavyeHus nosibsosaTenam ICC.
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[pynnbl Ponen CoTpyaHUKOB

yed 4+ [Jo0aBuTL rpyNny PonK COTPYOHUKOB

HazeaHue

Obwan

1C

OoCTyn B MHTEPHET
rind

Admin

1CDEY

HazeaHwne

25  ~ 3anWCed HA CTPAHHLE

Poan no ymon4yaHuto coTpyaHUKoB
Ponu, npuceanBaemble COTPYAHUKY MO YMOYAHMIO NPU 06paboTKe cobbiTns Hosbili compyOHUK.

POﬂ M I-IO YMOJ'I‘-IaH IMO MNokaszaHo 1 oo 6 ua 6 coBnageHui

ped =+ [10GaBMTH PONb N0 YMOMYAHKID

Pone coTpygHuka
Monesoearens Active Directory
Ipynna otgena e Active Directory
Monk3soeareni Bitrix

Moyra

CKy[

Monk3zoearens AupekTyma

Ponk coTpyaHuKa

25  w 3anuced Ha cTpaHuue

MoAnTMKN Nnaponen
CNMCOK NOJINTUK NapoJien
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|_|OJ'I NTUKHA |_|ap0ﬂel7l Mokasano 1 Ao 5 13 5 coBnageHui

i*d <+ [100aBUTL NONKMTHKY Naponei

HazpaHue Kon-eo cMMBONOE HumH. pernetp BepxH. peructp Undppel Cney. cuMmBonbI
0 a 0 m] a

Cxema lud 8 3 [ =4 4 a

Cxema luds10 10 & & & &

Cxema 12 12 a 0 4 a

lud11 n & & = m}

HaseaHue Kon-eo cuMmBonce HumH. pernetp BepxH. peructp Umndppel Cney. cMMBONLI

25 w 3anKcel Ha CTpaHWuLe

Ha3BaHue Ha3BaHWe NoANTUKK

Konunyectso cumeonos 3a,aeT MMHUMaIbHOE KO/INYeCcTBO CUMMBOJIOB B
napone

HuxXHWi perncTp Maponb foNKeH cogepaTb OYKBbl HUKHErO
perncrpa

BepxHuit pernctp Maponb A0MKeH coaep:KaTb OYKBbI BEPXHEro
perucrpa

Uundpbl Maponb fo/KeH cogepKaTb undpbl

Cnevy,. cMmBOAbI Maponb pomKeH cogepXaTtb crnew. CMMBObI

Tupe Maponb foNKeEH cogepxaTb TUpE

MNonntnkm YYE€THbIX 3anucen

|_|OJ'I MTM KM yquHblx 33I'II/IC€I7I MokasaHo 1 ao 4 u3 4 coBnageHHin

p*d 4+ [100aBUTL NONHTHKY YHETHBIX 3aNUCEd

Hazeanwe Passmustchange Script
& TONUTHKA y4ETHBIX 3ANMCENA OCHOBHAR [T [m]
¢ DisabledAccountSchema o [m]
& TonuTHKA YYETHBIX 3ANMCER anm T3 m}
¢ He TpeGoBaTh CMEHbI NAPONA, CPOK AEACTAMA Napons Hel. ] (m] [m]
HazeaHue Passmustchange Script

25 v  3anucel Ha CTpaHuLe
YcTaHaBnuBaeT ¢pnarv aTpmubyTa UserAccountControl yyeTHoi 3anucu gomeHa

PyHKUMM
Tabnunua GyHKLMIA, KOTOPblE MOXHO BbINOJHUTL BPYYHYIO MAK MO pacnmncaHunto. B dpyHKumax
yKasblBaeTca ckpunT PowerShell, KoTopbit 6yaeT BbINOAHEH Ha yAaNeHHOM CcepBepe.
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q)yH KL“/I M lNoka3aHo 1 oo 15 13 15 coBnageHMin

pd = [10GaBUTH (DYHKLIMID

T Ipynna myHKUMA ~

HaseaHue Mpynna Ckpunt

SKCMOpT NoYThI exportMailbox.ps1

test test ps1

CMeHa A3blka nanok B outlook FolderLang.ps1

MepeHoc nonb3osaTens s necy NewlMigrateUserRS.ps1
OGHOBNEHME AQPECHOR KHUMW OAB.ps1

OOHOBMEHWE OTKNIOYEHHBIX ALLWKOE SearchDisableMailbox_ps1
Ha3sHauyeHue npae No4YToBOMO ALLMKA PermissioniMailbox.ps1
HassaHue HasBaHue PpyHKUUM

I'pynna Mo rpynnam d)yHKLI,MVI MOXXHO Pa3rpaHn4ynTb

AOCTyn Nosb30BaTeNIAM Ha UX 3anycCK.

Ckpunt MmA ckpunTa Ha yaasieHHOM cepBepe ana
3anyckKa
AKTMBEH 3a4aeT aKTUBHOCTb

Ipynnbl GyHKUMI

DYHKUUM MOXKHO CrpynnUpoBaTh 414 3a4aHuA B paspeLleHusx noabsosartenei ICC.

rpyl'l Mbl CDYH KLI,MI;:' Mokazano 0 go 0 m3 0 coenageHwi

ped =+ [1o0aBuTL Fpynny goyHKLMH

HazeaHue

HazeaHue

25~ 3anuced Ha CTpaHuue

MapameTpbl GyHKUMI
Ucnonbaytotca gnsa gobasneHmsa K GyHKLMAM.

B napameTpax ¢pyHKUMIA yKa3biBaeTCA CONOCTaBAEHME MOLENN U ee aTpubyTa.

19



napaMeprl (DYHKLLMF' [NokazaHo 1 go 16 13 16 coBnageHui

t*8 =+ [1003BWTL NAPAMETD YHKLIMK

HazeaHue
CoTpyaHHK adlogin

CoTtpyaHuk Exphail

Ha3BaHue
Mogenb

Mone

®PYyHKUMN — NapameTpbl

ConocraB/ieHVe NapameTpoB GyHKLUAM.

ﬂapaMeprl quH KU'V”A Moka3zaHo 1 Ao 25 13 31 coenaneHuit

i*d -+ [lo6asuTh napameTp dyHKU1

DYHKYMA

lMepeHoc y4ETHOI 3aNUCH B Necy Yepes napaMeTphbi
lMNepeHor YHETHOM 3aNUCH B Necy Yepes NapameTphb
MepeHoc YUETHOM 3aNUCH B NECY YEPEe3 NapaMeTpb
lMNepeHor YHETHOM 3aNUCH B Necy Yepes NapameTphb

NeverExpired

Mogene Mone
CoTpyaHWK sAMACcountName
CoTpyAHuK sAMAccountName

HasBaHue napameTpa
Mogenb, 417 KOTOPOW 3a43eTca napameTp

Mone mopenu

1¥ Napawmetp

DomainTarget

Log

Log

inTarget

inSource

DomainSource

Email nonyuarens

OyHKUMNA DyHKUMA
MapameTp MapameTp 13 TabaunLbl NapameTpos
CopTuposka Yucno, yKasblBatoLee Ha NOPAAOK CAef0BaHUA

aTpubyToB. Yem HMXKe YMCNo, TEM Bbille
npuoputet

Tunbl CnpaBoO4YHMKOB
Cnucok moaenei ICC
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TM I'I bl CﬂpaBO'-IH M KOB Moka3zaHo 1 go 9 w3 9 cosnageHui

p*d -+ [J00aBWTL THN CNPaBOYHUKA

HazeaHune Mogene
COTpYOHKWE App'\ModelsiMworker
OTaen AppiModelsiMdivision
Opradusauua App\Models\Mcompany
Lon#HOCTE App'Models\Mposition
Komneiotep App'ModelsiMworkersinfo
TekcT -

CKY/ Tepputopuu

CnpaBOYHMK TEPPUTOPUIA, C KOTOPbIX HACTPOEHO MoyYeHne MHGOPMaLUU C CUCTEM KOHTPOAA
ynpaB/ieHMa AOCTYMNOM.

ID NaoeHTndmKkaTop

HassaHue Tepputopuna

Agpeca pasmeLLeHna
CI'IpaBO‘-IHMK agpecos pasmeleHna gna KopnopatTnBHONro nopTana.

Aﬂpeca PHSMe Ll.leHMﬂ MNokasado 1 go 1 m3 1 coBnageHMi

id 4+ [0DaBMTL aapec pasMeLIEHHA

id HazeaHue

1 Teepckan

id HazeaHue

ID NpoeHTudumkaTop

HassaHue Tepputopusa

BHewHwi ID ID BHelwHero cnpaBoOYHMKA agpecos

Tunbl cCbINOK
CnpaBOYHMK TUMOB CCbIIOK UCMOJIb3YeTCA ANs BbIBopa NPUIOMKEHUS, KOTOPOE MOMKHO 3aMnyCcTUTb U3
Tabanupbl naponen.
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TI/II'IbI CCbanK Mokazaxo 1 go 12 w3 12 coBnageHuin

t*d 4 [o6aBuTL TUN CCBINKK

Hazeanne MpedmKc couinkn Wzo6paneHne [o6aEnATe NOrMH W NAPOnk B CCIMKY
Remote Desktop imsRDP:f/ L)‘ a
HassaHue Ha3BaHue ccblikn

MpeduKc ccblnkn

MpeduKc, K KoTopomy byaeT AobasneH agpec
XOCTa. YKa3sblBaeTca Co cAewamm, Hanpumep:
iccRDP://

3anycK NpUAOXKeHMA No npeduKcy AoMKeH BbITb
YKa3aH B peecTpe KANMEHTCKOro KoMnbloTepa.

N306parkeHne

N306parkeHne Ha ccblike

ﬂ,06aBﬂﬂTb JNOTUH U Napo/ib B CCbINRY

an HEOGXO,EI,I/IMOCTI/I MOXHO ,Cl,06aBﬂF|Tb JIOTMH N
Nnapo/ib K CCbl/IKe

Tunbl KOMaHA,

CnpaBOYHUK TUNOB KOMAHA, COAEPKMUT TUMbl KOMAHA, CKPUNTOB, Ha3HAa4YaeMblX ANA BbINOJAHEHUA Ha

KomnbloTepe.

KomaHapl ckpuntos

CI'IpaBO‘-IHVIK KOMaH/ CKPUNTOB COAEePXKUT KOMaHAbl, KOTOPbleé MOXXHO Ha3Ha4YnUTb ANA BbIMO/IHEHNA Ha

KOMNblOTEpPE. VlCI'IOJ'Ib3YETCF| coBmecTHo ¢ PowerShell-areHTamu Ha KOMNbHOTEPAX nonb3oBaTesnen.

KOMHHﬂ.bl CKpM I'ITOB Mokazano 1 oo 13 1z 12 coenageHuit

y*d + [10GaBUTL KOMaHY CKPHNTOB

Kog HazeaHue onvcanve

0 HWyero He AenaTk. HayanbHaA MHWLWaNW3aLMa

2000 IigrateAccount Ha4aTk nepemelleHmne yYeTHOR 3aNUcK NoNL30BaTENA

2010 Huyero He genate. MAeT nepeMeLleHe YYeTHOI 3anucK

2020 SetDefaultDomain YCTAHOBWTL Ha KOMMNBKITEPE NONb3IOBATENA AOMEH MO YMO[...]
Kopg Koa KomaHAbl AnA BbINO/NIHEHUA
Ha3BaHue HassaHue meToaa ANA BbINOJHEHUA CKPUNTOM
OnucaHue OnucaHune

Tun KomaHAbl

Ecnn KomaHAa Ha YyCTaHOBKY NPOrpaMmHOro
obecneyeHus, To HeobxoaMMmo BbIbpPaTb Tun
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KOMaHAbl — YcTaHoBKa 10 1 B none MNapameTp
yKasaTb ID nporpammHoro obecneyeHus 13
Tabaunubl YcTaHosKa MO.

MNapameTp MNapameTp KOMaHAbI

YctaHoBKa 10

Tabavua napameTpoB 414 YCTAHOBKM NMPOrpaMMHOro obecneyeHuns ¢ moMOLLbH0 CKPUMTOB.

yCTaHOBKa |_|O MokasaHo 1 Ao 113 1 coBnaneHui

Hazganme Bepcus MyTe AprymeHTsl Deiictems

Software 1 1.0.00 \ifs\deploy\Software 1\install. msi /quiet @z @

HazBaHue Bepcus nyTe ApryMeHThI LeicTeus

25w sanwceft Ha CTpaHMLE . n .
HassaHue HassaHue nporpammHoro obecneyeHus

Bepcua Bepcua nporpammHoro obecnedyeHus

MyTto MycTb ¢ painamm ycTaHOBKM

AprymeHTbl AprymeHTbl YCTaHOBKM

MporpammHoe obecneyeHne ycTaHaBAMBaeTCA ¢ nomMolbto PowerShell — ckpunTos, paboTalowmx Ha
KOMMblOTEPE NO/Ib30BaTENS.

CraTyCbl CKpUnNTOB

Ta6nmu,a CTaTyCOB BbINO/IHEHNA CKPUNTOB Ha KOMMNbIOTEPE.

CTaTbel CKpM I'ITOB MokaszaHo 1 go 25 w3 99 coBnageHun

ped = [J0GaBWTL CTATYC CKPUNTOB

Koa Hazeauue

0 OWHTOK HET

1000 Heonpeaenéxyan olwmbka

1001 YUETHAR 3aNMCh HE HaaeHa

1002 3anpaluuBasmMan Y4eTHaA 3anuce HaiJeHa 8 JOMEHe Ha3H[.. ]
1003 OWHEKA NEPEHOCA YYETHON 3aNKMcK

1004 HeycTpaHuman owKoKa

CTaTyc MOXKHO A06aBUTb BPYUYHYIO AN5 ONpefesieHHOro cTaTyca, onpegensemoro PowerShell -
CKpUNTOM. B cnyyae HOBOM OWMBKM NpM BbINOSHEHWUM CKPUNTa, ByAEeT co34aH HOBbIM CTaTyC
aBTOMaTUYECKM.
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Mpedukcol DF

CnpaBoYHUK NpedUnKCcoB ANA MECTHbIX TenepoHOB.
nperIr"IKCbI D F MokasaHo 1 oo 1 13 1 coBnaageHui

-

HazeaHue
32

HazeaHue

25w 3anvcell Ha CTpaHuLe

MOAEJ’IM KOMMNbIOTEPOB
Cnucok MOAEHEVI KOMMNbKOTEPOB C UX M306pa)KeHVIF|MM.

HazBaHue

SomeModel

KapTuHka

COXpaHWTb M BbIATH  ~ %) T T )

Ha3BaHue Mopaenb KomnbloTepa

KapTuHka N306parkeHne

OcCHOBHBIE JaHHBIE

CoTpyaHUKM

Cnucok COTPYAHUKOB OpraHun3sauunn.
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COTPYAHWK DOTOrpaHi ATpUGYTHI

SAMUAMA *

Ky3HeLoB

HmA *

Anekcanap

OTYecTED

Cepreesuy

TaGeneHeIA

OpraHWzauna

Oun

OTtaen
Ctoen T

HdonxHoCTE

BriGepuTe OOMKHOCTh

OaTta poXaeHua

10.10.1980

Mon

MYy HCKOR

Cratyc

PaboTaeT

CoobGLUeHHe

CnncoK nosei Npu co3aaHnmn AN peaakTMpoBaHMmM COTPYAHUKA

damunun

damunua

Uma

Uma
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OTyecTBO

OTyecTBO

TabenbHbl

TabenbHbIN

OpraHusauuma OpraHusauma
Otpen Otgen
LJonKHoCTb LonxKHocTb

JaTa poxaeHua

[aTa poxaeHua

Mon

Mon

Crartyc

PaboTaeT unu ysoneH

CpoK aencTesns y4eTHOM 3anmcu

CpoOK geincTBma y4eTHOM 3anmcu

He nokasbiBaTb Ha nopTane

Mpw ycTaHoBneHHOM dnare He NybMKyeT Ha
KOpPNOpPaTMBHbLIN NOPTan

Appec

Anpec 13 cnpaBoYHMKa Agpeca pasmelleHmn

Homep KomHaTbl

Homep KoOmHaTbI

MNpedwkc DF

Mpedukc mecTHoro TenedoHa M3 CNPaBOYHMKA
[Mpedukcbl DF

TenedoH DF (popmaT Xx-Xxx)

MecTHbI1 TenedoH

Mpedunkc DF2

Mpedunkc mectHoro TenedoHa 2 U3 cNpPaBOYHMKA
[MpeduKcbl DF

TenedoH 2 DF

MecTHbIV TenedpoH 2

TenedoH ropoackoi

TenedoH ropoackol

TenedoH 2 ropoacKkomn

TenedoH 2 ropoackomn

MouTa MouyTa MOKET BbITb 3arpy*KeHa 13 yYeTHOM
3anMcu nosib3osaTtens

JdomeH JomeH yyeTHOM 3an1cK nonb3oBaTens

JlorvH JIOTMH y4eTHOM 3anncK Nnonb3oBaTens

He cMHXpOHM3MpOBATbL NOYTY

Mpu ycTaHOBAEHHOM dare He NoArpy»KaeT novty
N3 y4eTHOoM 3anucu

MpumeyaHune

MpumeyaHue

He oTknto4aTb Npu YBOJIbHEHUM

3anpeT OTK/OYEHMA YYETHOW 3anucK npu
YBOJIbHEHWUW COTPYAHMKA
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B nomeHe domain.local

YKa3blBaeT NpUoOpPUTET OMEHA NPU YNpaBAEeHUM
YYETHOM 3anuncblo

Ysegomnenua no C340

Mpu ycTtaHoBneHHOM dnare nonb3osatesb byaet
nosyyaTb yBelOMJEHMA U3 CUCTEMBI
3N1E€KTPOHHOTO A0KYyMeHToobopoTa

[ata oTBeTa ckpunta

[ata otBeta PowerShell-ckpunta

KomaHpa CKpunta

KomaHga, HasHayeHHas nosib3oBaTento g
BbinonHeHuns PowerShell-ckpnntom

Crartyc ckpunTta

CraTyc, Bo3BpalleHHbIi PowerShell-ckpuntom

CoobueHne ckpunTa

CoobLeHne ans oTnpaBKn Noab30BaTeNtO

doTorpadua (npegnpocmoTp)

dotorpadua cotTpyaHmKka

dotorpadua SM

doTorpadua maneHbKasa Aaa y4eTHOM 3anucu
Nno/ib30BaTeNA AOMEHa

doTorpadua CKY/[,

doTorpadwus, 3arpyKeHHasn U3 cucTeMbl KOHTPOAA
W ynpasBAeHUs JOCTYNOM

He cnHxpoHunsnpoatb ¢poto 13 CKY/,

Mpwu yctaHosaeHHOM dnare He 3arpyaet
doTorpaduio U3 CUCTEMbI KOHTPOIA U
ynpasaeHua A40CTynom

Refkey MepBUYHbIN K04 U3MYECKOro vLa U3
MCTOYHUKA KagpoBbIX AAaHHbIX
Sotrkey MepBUYHBIN KOY COTPYAHMKA, NOSYYEHHbIN U3

MCTOYHNKA KaApPOBbIX OaHHbIX

ATpnbyT AD objectSID

ATpnbyT ObjectSID, noay4YeHHbIN U3 yYETHOM
3anucu nonb3osaTtensa AD

MCTOYHUK

MCTOYHMK NONyYEHMA AaHHbIX O COTPYAHUKE

Twun coobleHmnn

Tun BaXKHOCTM COOBLLEHNA NPU OTNPaBKe
No/b30BaTe 0 Ha KoMNbloTep

3aro/I0BOK coobLeHun

3aro/I0BoK coobLeHun

CoobleHune

CoobueHne, KOTOpPOoe NOKasblBaeT CKPUNT
PowerShell

MapameTpbl coobLieHns

MapameTpbl coobLLeHUA
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OTnpasuTb cooblieHme

lMpu ycTaHoBNEHHOM dnare oTnpasaner
coobuieHne nonb3osateto. Mocsie nonyyYeHus
coobueHus, pnar cbpacbiBaeTcs.

CnucoK nonel Npu NpocMoTpe COTPYAHMKA

COTDYOHKUK KomneioTep AIM. YYETHBIE 3aMUCH rpynnsl AD
Kagpoeas uctopus Jira CTaTucTika Squid ypHan ayouta
DaMUnua Ky3Heuos
WUma AnekcaHap
OT4ecTBO Cepreesuy
OaTa poxgeHns 10.10.1960

Bknaoka CompyOHuk

OCHOBHBIE rpynnbl MporpamMmMHoe oGecnedeHne Ponu1 Nor

CepTHDWKATBI NONB30BATENA CepTUIDHKATLI ABTOPH3aLMKH

damunnuna damunnusa
Uma Nma
OTyecTBO OT4yecTBO

[ata poxageHuna

[aTa poxaeHusa

JomeH JomeH y4eTHOM 3anmcK nonb3oBaTens

MNouTa MoyTa MOXKET BbITb 3arpy*KeHa U3 yYeTHOM
3anMcu nosb3osaTena

Home MDB XpaHunmuLe NoYTOBOroO ALWMKA NOSb30BaTeNA

RDS Session Ccbinka Ha Remote Desktop Session

B nomeHe domain.local

Mo3BonseT nepeonpeaennTs AOMeEH
nosb3oBaTens

doTorpadpua CKY/[

doTorpadusa ns CKY/,

CTaTyc coTpyAHMKA

PaboTaeT unu yBoneH

CpoK aencTesns y4eTHOM 3anmcu

CpokK geicTBns y4eTHOM 3anmcu

MpumeyaHune

MpumeyaHue

Tepputopua

TeKyLLan TeppuUTOpPMA, Ha KOTOPOWN HAXoAMUTCA
COTPYAHUMK No gaHHbim CKY/[L

Bpemsa Bxoaa

MocneaHee Bpema BXo4a Ha TEPPUTOPUIO

Bpemsa Bbixoaa

MocneaHee Bpemsa BbIXOAa Ha TEKYLLMIN AeHb
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CoctosaHMe CKpunTta

CraTyc 3anycKa ckpunTta

OpraHusauua OpraHusauma
Otpen Otgen
LJonKHoCTb LJonKHocTb

Bug 3aHATOCTM

OcHoBHOE mecTo paﬁOTbI nan coBMecTuTe/1b

TabenbHbIN

TabenbHbIi HOmep

[ata npnema

[ata npuema

[ata yBonbHeHwUA

[aTta yBonbHeHUA

Agpec Appec ana noptana
JlorvH JIorMH y4eTHoM 3anucu
Maponb MepBUYHbIV NAPOb COTPYAHMKA, KOTOPLIM OH

AOoNXKeH USMEHUTb

[JaTa ycTaHOBKM napons

[aTta ycTaHOBKM napons

KomnbloTep

KOMFIbIOTep, Ha KOTOPOM BbINOJIHEH BXOL,
nonb30BaTe/IeEM

Yeegomnenusa no C340

Ecnun yctaHoBNeH, TO Nosib3oBaTenb byaet
nonyyatb ysegomneHua no C340

Homep KomHaTbl

Homep KOMHATbIl pasmelweHna COTpyaHUKa

Mpedunkc DF Mpedunkc mecTtHOro TeniepoHa U3 CNPABOYHMKA
MNpedukcol DF
TenedoH DF MecTHbI1 TenedoH

Mpedunkc DF 2

Mpedunkc mectHoro TenedoHa 2 U3 cNpaBoOYHMKaA
MNpedunkcbl DF

TenedoH 2 DF

MecTHbI TenedpoH 2

TenedoH ropoackoi

TenedoH ropoackol

MobunbHble cucTemsl

MobunbHble cMCTEeMbI U3 CNPABOYHMKA
MobuabHble cUCTEMbI

He cMHXpOHM3MpPOBaTb NOYTY

Ecnu ycTaHoB/EH, TO NOYTA He 3aNMUCbIBaeTCA U3
ICC B y4yeTHyl0 3anmcb Nob3oBaTena JomMeHa

He cnHxpoHm3unpoBatb ¢poTo 13 CKY/,

Ecnv ycTaHoBNEH, TO GOTO He 3arpyyKaeTcs us
CKYL,
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B KOHTaKTax Ecnn ycTaHoBAEHA, TO KOHTAKT 0TObparkaeTca Ha
HayanbHOM 3KpaHe ICC

Refkey MepBUYHBIN KAtOY GPU3MYECKOro AnLa us
WCTOYHMKA AaHHbIX

Sotrkey MepBUYHbIM KAKOY COTPYAHMKA U3 UCTOYHMKA
AaHHbIX

ATpnbyT AD objectSID ATpnbYT objectSID 13 yyeTHOM 3anuncu
nonb3oBaTtens

He oTK/touaTb NpU YBOIbHEHWUMU Ecnv ycTaHOB/EH, TO NPU YBOJIbHEHWUW HE

BbINO/IHAIOTCA METOAbI NPU YBOJbHEHUS POAK
COTPYAHWKaA

He nokasbiBaTb Ha nopTasne Mpu ycTaHoBNEHHOM dnare He NybAUKyeT Ha
KOpnopaTMBHbIN NopTan

[aTa co3gaHuna [laTta co3gaHmAa 3anmcu coTpyaHuKa

CospaTennb MNonb3oBaTe b, 4O6aBUBLUMIA 3aNUCb COTPYAHMKA
UCTOYHMK MCTOYHMK NonyvyeHma JaHHbIX O COTPYAHMKE
KomaHpga ckpunTta KomaHpga, Ha3HavyeHHaa Nonb3oBaTento 4asa

BbiNonHeHns PowerShell-ckpnntom

CraTtyc ckpunTa CraTyc, Bo3BpalLeHHbI PowerShell-ckpuntom
CoobueHune ckpunTa CoobLieHune gns oTNPaBKKU NOb30BATENIO
Tun coobuwieHnn Tvn Ba*KHOCTW COOBLLEHNA NPU OTNPaBKe

NOJIb30BaTE/IIO Ha KOMNbKOTEP

3aronoBoK coobueHns 3aronoBoK coobuieHuns

CoobueHune CoobLieHne, KOTOPOE NOKA3bIBAET CKPUNT
PowerShell

MapameTpbl coobLLEHMSA MapameTpbl cooblieHusn

OTnpaBuTb coobuieHme Mpu ycTaHoBAEHHOM dnare oTnpasaseT

coobLieHne nonb3osaTteto. Mocsie nosyyYeHus
coobueHus, pnar cbpacbiBaeTcs.

CTaTyc y4eTHOM 3anmcu Mpw HaxKaTUK KHOMKK MpoBepuUTb,
oTobpaxkatoTca daarn y4yeTHOM 3anucum 13
aTpubyta UserAccountControl.
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Mpu HaXKaTUK KHOMKK Pa3bnoKMpoBaTh, y4eTHas
3anucb byaeT pa3b/iokMpoBaHa.

an Ha*KaTum KHONKK OTKAOYNTD YYETHYIO
3anuncCb, y4eTHaA 3anumcb 6y,u,eT OTK/IlOYEHa

Mpun HaXkaTUm KHOMKK BKNOYNTDL YyHYETHYIO 3annch,
y4yeTHaA 3anuncb 6y,a,eT BK/TlO4EHa

OetictBun

PepakTupoBaTtb OTKPbIBAET OKHO peaaKTUpoBaHUA COTPYAHMKA.
EC/M UCTOYHMK AaHHbIX He dopma BBOAA, TO NpU
cneaytolem 3anycke noaydeHua nHdopmaumm o
COTPYAHWKaAX, KagpoBble AaHHble byayT
nepesanuncaHbi.

CMHXPOHU3NPOBATb BbINOAHAET Ha3HaYeHHble POAU COTPYAHUKA

Job6asutb B nonb3osatenu ICC

Co3paet yyeTHyto 3anucb Ana cotTpyaHuka s ICC

[Jo6aBuTb g nakeTHol 06paboTku

[ob6aBnseT yueTHyto 3anucb ANs NaKeTHOM
06paboTKu

CbpocuTb Naposb

CbpacbiBaeT Naposib No/b30BATENA HA
cny4yaiHbii. Mocne cbpoca napons,
M0/1b30BaTe/Il0 HEOHXOAMMO U3MEHWUTD €rO.

3apatb Nnaposb

3agaeT Napoab NOAb30BaTeNA Ha YKa3aHHbIN.
Mocne ycTaHOBKKU Napons, Noab30BaTeNto
HeobxoAUMO U3MEHUTb ero.

MepeMmeHoBaTb YYETHYHO 3anuchb

MepenmMeHOoBbIBAET YYETHYIO 3aMnnch

NUma komnbloTepa

MMA KomnbloTepa Co CCbIIKAMU Ha YTUANUTDI
YAaNeHHOro A0CTYNa M CCbIZIKOM Ha 06BbEKT

KomnbtoTepsl

IP agpec

IP —aapec komnbloTepa

MAC

MAC agpec KomnbloTepa

[Jpyrve KomnbloTepsl

ﬂ,pyrme KOMNbKOTEPDLI Ha KOTOPbIX TIOTMHUNCA
nonb3oBaTesib

OnepaunoHHaa cmctema

OnepaymoHHaa cuctema

Tun OC Tun OC
Mogenb Mogaenb
BuaeokapTta BunaeokapTta

OnepaTuBHaA NnamATb

OnepatnBHaa namaATb
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ApxutekTypa

ApxunTeKTypa

Mpoueccop

Mpoueccop

ecTkuin guck

WecTtkuin gmuck

JdomeH

JdomeH

JomeH komn bloTEpPA

JomeH KOMMNbKOTEPA

Cant

Cant KOMNbIOTEPA B JOMEHE

IMS canT

Cant KOMNbIOTEPaA B JOMEHE

[aTta noruHa

[laTta norvHa Ha KomnbloTepe

Power Shell

Bepcusa Power Shell

AHTUBMPYC

AHTUBMPYC, YCTAaHOB/IEHHbIN Ha KOMMNblOTepe

CepTndmKaTbl Nonb30BaTENA

CepTndUKaTbl NONb30BATENA HA KOMMbIOTEPE

[aTta nocnegHero 3anpoca

[aTa nocneaHero 3anpoca CKpunra

KomaHga ckpunTta

KomaHga, HasHauyeHHasa nosib3oBaTento ann
BbinosiHeHWs PowerShell-ckpnntom

CraTtyc ckpunTta

CraTyc, Bo3BpalleHHbI PowerShell-ckpuntom

CoobuieHne ckpmnTta

COOGLLI,GHVIe, nony4yeHHoe OT CKpunTa

JNloKanbHbIM agMUHKUCTPATOP

MmAa nonb3oBaTena N0KaNbHOro AAMUHUCTPATOpPA

Bpemsa HenpepbIBHOI paboThl

Bpems HenpepbiBHOM paboTbl KOMNblOTEPA

WU Server

Ucnonb3ayemblit WSUS-cepsep

MpumeyaHune

MpumeyaHue

Maponb LAPS

MonydyaeT ABa NocneAHUX NaPOAA NOKANbHOMO
agMUHKCTPaTopa NPW UCNONb30BaHWUM peLlleHus
Local Administrator Password Solution

TokeH

BpemeHHbIl TOKeH ana paboTbl cCKpmnTa

BKnadka AOMm. yuemHeole 3anucu

MoKa3aH cnMcok AAMUHUCTPATUBHDbIX YY4ETHbIX 3anucen

YHpaBneHme YYE€THbIMU 3aNNCAMU

BbinonHaer nepexon Ha CTtpaHunuy TaﬁJ'IVILI,bI BCeX
AOMUHUCTPATUBHDbIX YHETHbIX 3anucen
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ﬂ,O6aBMTb agM. YHETHYIO 3anuncCb BbInosiHAET NnepexoA Ha CTpaHuLy p,o6aBneva
a,ﬂ,MMHMCTpaTMBHOVI y‘«-IETHOﬁ 3anncu
nonb3oBaTenia

Bknaodka pynnei AD
MoKa3aH CMMCOK YYeTHbIX 3anmceit y CoTPyAHMNKA

Bknadka OcHoeHble 2pynnebl
MoKa3saHbl rpynMbl, B KOTOPbIE BXOAMWT y4eTHas 3anuncb Noib3oBaTens

Bknaodka NMpozpammHoe obecneveHue
MoKasaHo nporpammHoe obecneyeHne, KOTOPOeE YCTaHOBAEHO A/1A YYETHOW 3anncy noab3osatens

Bknadka Ponu
BKnagKa ynpaBieHua poaamm nonb3osaTend. 34ecb MOXKHO A06aBUTb UM yAaAUTb POSib.

Jlo2
BKnagKa *KypHana geicTemiA No Nosib3oBaTesto

Kadposas ucmopus
KagpoBas UcTopmaA COTPYAHMKA, OCHOBAaHHAA Ha CpaBHeHMM AaHHbIX ICC ¢ MICTOYHMKOM KaapOoBbIX
OaHHbIX

Bknadka Jira
MoKa3sblBaeT, co3aHHble No/b30BaTeIeM 3anpocs B Jira

Bknadka Cmamucmuka Squid
MoKasaHa CTaTUCTMKa NoCeLLeHnii MHTepHEeT-pecypcoB M3 6a3bl gaHHbIX Elastic Search

Bknaoka *ypHan ayduma
MoKasaH }ypHan ayauTa y4eTHOW 3anncum No/ib30BaTe il Mo AaHHbIM XypHasia ayanTa Ha KoMmnbloTepe
nonb3oBaTesnisA, oTnpasieHHoro B 6asy AaHHbIX Elastic Search

Brnadka Cepmugukamesi nosnb308amens
MoKasaHbl cepTMdMKaThl NO/Ib30BaTENA HA KOMMblOTEpE

Bknadka Cepmudghukamsl asmopu3ayuu
Mo3BosiAeT co3AaBaTh CepTUOUKaTbI NOsIb30BaTENA

KomnbloTepbl
Cnucok KOMMNbKOTEPOB CETU

BKknadka Komnsiomep

Nms KomnbloTepa MNMs KOMNbIOTEPA CO CCbIIKAMM Ha YTUAUTbI
YAaNeHHOro A0CTYMNa M CCbIZIKOM Ha 0OBbEKT
KomnbroTepsbl
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Remote Address

IP — aapec KOMNbOTEPa CO CChINKaMM Ha YTUAUTbI
yAa/ieHHOro A0CTYNa 1 CCbIIKOM Ha 06beKT

ID

MepBUYHBIV KoY 3anncn KomnbtoTepa B ICC

MUma komnbloTepa

Mma komnbroTepa

OrlepaLI,MOHHaFl cncrema

OﬂepaLl,MOHHaFI cncrema

Tun OC Tun OC (Pabouas ctaHuusa, K, Cepsep)
Mopenb Mopaenb
BunaeokapTta BunaeokapTta

OnepaTtuBHaA NamATb

OnepaTtnBHaA NamATb

ApxutekTypa

ApxuntekTypa

Mpoueccop

Mpoueccop

HecTkuin gnck

ecTkuit guck

[ata nornHa

[aTa nocnhegHero nornHa Ha KOmMnbroTeEpe

JdomeH

JdomeH

JomeH Komn bloTEpPA

JomeH KOMMNbKOTEPA

Cant

Cant KOMNbIOTEPA B JOMEHE

IMS canT

Cant KOMNbIOTEPA B JOMEHE

[ata nornHa

[aTa norvHa Ha KomnbloTepe

AHTUBMPYC

AHTMBMPYC, YCTAHOB/IEHHbIN HA KOMMblOTEPE

PowerShell

MNMonHas Bepcusa Power Shell Ha KomnbloTepe

Bpemsa HenpepbliBHOM paboTbl

Bpemsa HenpepbiBHOM paboTbl

PowerShell Major

MaskopHan sepcus Power Shell Ha KomnbloTepe

PowerShell Minor

MuHopHana sepcua Power Shell Ha KomnbloTepe

[aTa oTBeTa CKpunta

[aTa nocneaHero 3anpoca CKpunta

KomaHpa CKpunta

KomaHpa, HasHayeHHas nosb3oBaTento gas
BbinonHeHns PowerShell-ckpnntom

CraTyc ckpunTa

CraTyc, Bo3BpalLeHHbIN PowerShell-ckpuntom

CoobueHne ckpunTa
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JloKanbHbIN AOMUHUCTPATOP Mmsa nonb3osaTtesia NOKa/IbHOro agMUHUCTPaTopa

Bpems HenpepbIiBHOM paboThbl Bpems HenpepbiBHOM paboTbl KOMNblOTEPA
WU Server Ucnonb3zyemblit WSUS-cepsep

MpumeyaHune MpumeyaHue

Maponb LAPS MonyyaeT ABa NocneAHMX NAPONA NOKASIbHOTO

agMUHKUCTPaTopa NPKW UCNONb30BaHWUM pelleHus
Local Administrator Password Solution

TokeH BpemeHHbI1 TOKeH Ana paboTbl CKpunTta

Bknadka CompyOHUKuU
MoKasaH CNMCOK COTPYAHWMKOB, BXOAALLMX HA AaHHbIA KOMMbOTEp

Bknadka Ckpunmbol
Ha faHHOM BKNaAKe MOXHO Ha3HayaTb CKPUNTbI 414 BbIMOAHEHUA Ha KOMMblOTEpe

Bknadka Jloe
Moka3aH XYPHan oTBeTa CKPUNTOB, BbIMNOJHAKOLWMKMXCA Ha KOMMNblOTEpPE

Brnadka ObHosneHuUA
MoKa3aH CNMCOK YCTaHOBAEHHbIX 0BHOBNEHUIA Ha KOMMbloTEPE

Bknadka 3anpocei 8 SD
MoKasaH cnMcok 3anpocos B Jira, CO34aHHbIX C AAHHOTO KOMMbIOTEpPa

Bknaoka MpozpammHoe obecneyeHue
MoKa3aH CNMCOK YCTaHOBAEHHOIO NPOrpaMmmMHOro obecrnevyeHnsa Ha KomnbloTepe

Bknadka OcHosHble 2pynnbi
MoKasaHbl rpynmnbl, B KOTOPbIE BXOAWUT YYeTHasA 3anncb NoAb30BaTe s

Bknadka /lokasnbHele aOMUHUCMPamopbl
MoKasaH CMMCOK Y4YETHbIX 3annceit KOMMboTepa, UMEIOLLMX NPaBa JI0KaNbHOro aAMUHMUCTPaTopa

Bknadka lMonb3osamenu RDP
MoKasaH CNMCOK YY4eTHbIX 3anuncen U rpynmn, MMeoLWwmMx npasa Ha NoAKAoYeHMe no npoTokony RDP K
OAHHOMY KOMMblOTEPY

Bknadka Ceccuu nosns3osamerneli
MNMoKa3aH CNNCOK ceccuii Nosib3oBaTesielt Ha KOMMblOTepe

Brnadka Cepmughukamsl Komnetomepa
MoKasaHbl cepTUdMKaTbl KOMNbIOTEPA

Ponu cotpyaHuKos
CnMCOK HAa3HAYEeHHbIX poneﬁ COTPYAHUKOB
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Otpensbl
Tabnnua oTaenos opraHM3auunm

CTpyKTypa oTaenos

CTpyKTypa O0T4eN0B OpraHM3auum

LJomkHOCTH
Tabnnua AoNXKHOCTEN

OpraHusauum
Tabnuvua opraHmsauui

CobbliTna
CnuncoK cobbITMIA NO KaAPOBbIM U3MEHEHUAM

OtcytcTBUA
Tabanua oTCcyTCTBUI COTPYAHUKOB

CkpunTbl
Tabanua HazHavyeHHbIX CKPUNTOB Ha KOMMbIOTEPDI

MporpammHoe obecneyeHne
Tabauua nporpammHoro obecrnedyeHms, NoAy4EHHOIO C KOMMbIOTEPOB CETU

Cantbl
Tabnuua caToB gOoMeHa

YMHbIe rpynnbl

CnuncoK ymHbIx rpynn. CoaepuT rpynnbl KOMMNbOTEPOB. 1A KaXKaon rpynnbl 3agaetca GuabTp, no
KOTOPOMY KOMMbKOTEPbI NTOMELLAIOTCA B HEE. ﬂ,]‘lﬂ rpynnbl MOXXHO Ha3Ha4YnTb ,D,eVICTBMG npu nonagaHnm
B Hee KoMnNnbloTEpa.

YMHble rpynnbl — KOMMbOTEPbI
Tabanua KOMNbOTEPOB B YMHbIX Fpynnax.

I'Ipanma aBTOMaTn3auuun
Tabanua npaBun aBToMaTU3aLLMKU 1A YMHbIX rpynn.

ABTOMaTU3aUMA — OENCTBUA
Tabnuua gencrsnii 4na NpaBua aBTOMaTU3aLMK NS YMHbBIX TPy,

ABTOMaTU3aUUA — NoT
KypHan BbINOAHEHMNA NPaBMA aBTOMATU3ALMKN ANA YMHbIX Fpynn.
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Hencteus
Tabnuua gelnicTeuMiA NpaBMA aBTOMATU3aLMKN AN YMHbIX TPy,

Tpurrepbl

Tabauua TpMrrepos Npasua aBTOMaTM3aLMmn NS YMHbIX TPy,

CUCTEMHbIE CEPTUMKATSI
Tabanua Ans XpaHeHUa CUCTEMHbIX CepTUdMKATOB.

TepmuHanbHble pepmbl
Tabanua TepMmuHanbHbIX depm.

AKTHUBBI

Mogenu v Tunel (CTpyKTypa)
Mogenwn n Tunel YCTPOUCTB

CNpasouHKK "MOOENH W TUMEl YCTPOACTE" COAEPHMT NEPEUEHE BOIMOKHEIX MOAENEN

© [obaeuts TN | © [JobaenTs Mogens o ¥oanute

KONWpoBansHsle annapats!
MDY
------ i1 Nnotrepkl

s MpuHTEpPEI

CKaHepel
= (DaKchl

4-- My MK W cepsepsl
e B MOHMTOPEI

- B HoyTfyku
B Cepeepsl

e CUCTEMHBIE GNOKK
Ha CTpaHULEe NOKa3aHa CTPYKTYpa Mop,eneﬁ N TUNOB yCTpOVICTB.
Tun yCTpOﬁCTBa — 3TO NankKa. ,ﬂ,nﬂ Hee MoXKeT bbITb 3a4aH WwabnoH MMeHoBaHMA yCTpOﬁCTB.

Mogenb — MoAe b YCTPOCTBA, KOTOPOE MOMKHO A06aBUTb B Tab/MLy YCTPOMICTB.

Mogaenu v Tunbl (Tabnuua)
TabnnyHoe npeactaBnaeHne mogenen 1 TUNOB YCTPOMCTB.

YcTpoiicTtBa
Tabnnua ycTpoucTs.
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LLlabnoHbl onrucaHuin
3agaeT WabsoH MMeHOBaHMA YCTPOMCTB

JInniensun

CTpyKTypa
CTpYKTypa NLEH3NI

JlvueHsumn
Tabanua nnueHsni

MNoanucku
Tabanua nognucok

U3patenu
Tabnuvua uspatenemn

CemeicTtBa

Tabnuvua cemeincrs

[poayKTbl
Tabanua npoayKToB

Bepcun
Tabnnua Bepcui

Tunbl IMUEH3nA
Tabnuvua TMNOB NNLEH3UI

Tunbl aKTUBAUMM
Tabnuvua TMNOB aKTUBaLUI

®annbl
Tabnnua dbannos NMUEH3NI

ﬂMLI,eH3VIM — KOMMNbIOTEPDI
Ta6nmu,a KOMMbOTEPOB C INLUEH3NAMU

AI[MI/IHI/ICTpaTI/IBHBIC YUYCTHBIC 3allUCHU

AOMUHUCTPATMBHbIE YYETHbIE 3anncK
Tabnanua AOMUHUCTPATUBHDbIX YH4ETHbIX 3anucen

Tunbl yYETHBIX 3anucei
Ta6nmu,a COOTBETCTBUA TUNA yquHoﬁ 3anuncu ponam.
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Ponu y4eTHbIX 3anucei
Tabnnua ponen yyeTHbIX 3anuncen

Ponu no ymon4yaHuio
Tabnnua ponen No ymon4aHuo

CyxeOHble YUSTHBIC 3aIlIUCH

YyeTHble 3anucu
Tabnurua y4eTHbIX 3annCen, He CBA3AHHbIX C M0/1b30BaTENS MM UIN KOMMbIOTEPAMMU.

Tunbl y4eTHbIX 3anucen
Tabnuvua TUNOB YYeTHbIX 3anucei.

PubTpHI

®unbTpbl NO COTPYAHUKAM
Tabanua cobcTBEHHbIX GUNBTPOB NO COTPYAHUKAM.

®unbTpbl NO KOMMNbIOTEPaM
Tabnnua cobcTBEHHbIX GUALTPOB NO KOMMbIOTEPAM.

Cpenactsa cBsi3U

MobunbHble CUCTEMDI
Ta6nmu,a MOBUNbHbIX CUCTEM, 3aKpenNeHHbIX 3a COTPYAHUKaMU

Onepatopbl CBA3U
CnpaBOYHUK ONepaTopoB CBA3MN

Monb3oBaTesbCkue rpynnbl
Cl'lpaBO‘-IHVIK NONb30BaTENbCKUX Fpynn AnAa MOBUNBbHbBIX CUCTEM.

Tapudbl

CnpaBoyHuK TapndoBs

Moporu pacxoaos
CnpaBoYHMK NOPOroB pacxonos
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[Taponu

Mpynnbl naponen
Tabnnua rpynn naponen, No KOTOPbIM MOMKHO PasrpPaHMUNTb AOCTYN NOAb30BaATENSAM.

MNaponu
Tabnnua naponei

3aganus

3agaHuA
Tabnnua 3agaHunin.

[pynnbl 334aHUM
Tabauvua rpynn 3agaHui1, MO KOTOPbIM MOXHO Pa3rpaHMyYUTb AOCTYMN NOJIb30BaTE/IAM.

Ouepeap 3aaHUM
Tabnuvua oyepeam BbINOJIHEHUA 3a4aHUN.

HypHan 3agaHnn
KypHan BbINOAHEHWA 3a4aHUI

OOBIBIECHUS

Tabnuvua obbaABNEHUN

Pe3epBHOE KOITUpOBaHKE

PesepBHble Konuu

Kypnan ommbok 1C

ypHan owmnbok 1C

OTueTsl

MporpammHoe obecneyeHne

OT4eT No NporpaMmmHomy obecneyeHuo

CoTpyaHUKH

OT4eT Mo coTpyaHUKam
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KomnbioTepsbl
OTyeT No Komn blOTEPAM

CTaTucTUKa No pasmeLLeHuio
CraTucTuKa no pasmMmeLleHN0 COTPYAHNKOB Ha TeEPPUTOPUAX

ypHan

ypHan cucrembl
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